CASE STUDY: SECURING OPERATIONAL
TECHNOLOGY IN AN OIL AND GAS DISTRIBUTION

Securing Operational Technology in an
Oil and Gas Distribution

Overview

A leading oil and gas distribution company, responsible for DTS was tasked with providing a robust cybersecurity
transporting and delivering petroleum products across strategy that would secure communications between critical
regions, approached DTS for assistance in securing their OT systems, detect and respond to potential threats in real-
Operational Technology (OT) systems. These systems time, and protect both internal and external assets while
include Pipeline Monitoring, Pressure and Flow Control ensuring the operational continuity of the distribution

Systems, Automated Metering Stations (AMS), and SCADA  network.
Systems, all of which are crucial for the safe and efficient
operation of the distribution network.

The rising risk of cyberattacks posed significant
challenges, as a breach in any of these critical OT systems
could lead to service interruptions, safety risks, or
environmental damage. Additionally, the company faced
stringent regulatory pressures, including compliance with
DoE standards and the IEC 62443 cybersecurity
framework, to protect its OT infrastructure.
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Client Challenges

Aging Infrastructure

The company’s existing OT systems, including legacy SCADA systems
and pipeline monitoring equipment, were vulnerable to modern cyber
threats due to outdated technologies and lack of built-in cybersecurity
protections.

Lack of Network Segmentation

Critical systems like automated metering stations (AMS) and
pipeline monitoring systems were connected without adequate
segmentation, exposing them to potential remote attacks that
could affect operational data and control.

Third-Party Vendor Access Risks

External vendors provided remote monitoring and maintenance of
key systems, creating potential risks if their cybersecurity measures
were inadequate or if credentials were compromised.

Compliance with Regulatory Standards

The company needed to align its OT security practices with industry
standards such as NIST and IEC 62443, while adhering to DoE’s
cybersecurity directives, requiring a comprehensive overhaul of their
cybersecurity posture

Limited Visibility into OT Systems

The company lacked centralized, real-time monitoring of its OT
systems, increasing the likelihood of undetected anomalies or
attacks.

Network Architecture

The plant’s network architecture was outdated, lacking
proper segmentation and secure communication
protocols, leaving the plant exposed to attacks through
network vulnerabilities.
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Key Systems and Associated Risks

1. SCADA Systems

RISK - Vulnerable to manipulation of control processes, leading to operational
disruptions or safety hazards, such as pipeline failures or hazardous leaks.

2. Flow and Pressure Monitoring Systems

RISK - Attacks on pressure or flow monitoring could result in unsafe operating
conditions, including pipeline ruptures or explosions.

3. Automated Metering Stations (AMS)

RISK - If AMS data is manipulated, it could lead to inaccurate reporting of petroleum
quantities, impacting both logistics and financial records.

4. Communication Networks

RISK - Attacks on network infrastructure could disrupt data flows between
critical control systems, leading to communication breakdowns and delayed
operational responses.
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1. Network Segmentation and Security

The first step in improving cybersecurity was to isolate critical OT systems from broader IT networks. This
was achieved by implementing network segmentation that created secure zones between IT and OT
systems, as well as introducing firewalls, secure VPNs, and Multi-Factor Authentication (MFA) for remote
access. These measures reduced the risk of lateral movement and limited exposure to external threats.

DoE Alignment

+ Network Segmentation and Security: By applying the DoE's domain for separating OT from IT systems,
critical processes such as SCADA and pipeline monitoring were isolated to ensure that attacks on one
part of the system would not compromise others.

2. Access Control and Identity Management

A comprehensive access control strategy was established to ensure that only authorized personnel had
access to critical OT systems. Role-based access control (RBAC) and least privilege policies were enforced
to limit access based on job responsibilities. Additionally, MFA was implemented for remote vendor access
to protect against unauthorized entry.

DoE Alignment

¢ Access Control and Identity Management: The implementation of RBAC, MFA, and least privilege access
adheres to DoE guidelines, ensuring that only authorized users have access to sensitive OT systems,
thus reducing the potential for insider threats and external breaches.

3. Real-Time Monitoring and Anomaly Detection

To enhance threat detection, a Security Operations Center (SOC) was established with a Security
Information and Event Management (SIEM) system integrated into the OT environment. This setup enabled
continuous monitoring of critical systems, including pipeline monitoring, flow, and pressure sensors, and
allowed for the detection of suspicious activities in real-time.

DoE Alignment

¢ Real-Time Monitoring and Anomaly Detection: By integrating SIEM and continuous monitoring, this aligns
with the DoE’s focus on maintaining continuous vigilance over OT environments to detect and respond to
potential threats before they can cause significant damage.
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4. Incident Response and Recovery Planning

DTS developed an incident response plan specifically tailored to OT systems, ensuring quick and effective
responses in the event of a cyberattack. The plan includes simulated attack scenarios, such as the
manipulation of pipeline pressure or SCADA system data. Additionally, backup and disaster recovery
mechanisms were implemented to ensure that critical systems could be restored quickly and safely in case
of a cyber event.

DoE Alignment

¢ Disaster Recovery and Business Continuity: The inclusion of robust recovery plans and system backups
aligns with the DoE’s focus on ensuring business continuity during cyberattacks, mitigating downtime and
protecting the network's integrity.

5. Compliance and Policy Alignment

All security measures implemented were mapped to industry standards such as NIST and |IEC 62443, while
also ensuring full compliance with DoE’s cybersecurity requirements. The company’s cybersecurity policies
were updated to reflect the latest standards, and regular audits were scheduled to maintain regulatory
compliance.

DoE Alignment

e Compliance and Policy Alignment: This step ensures that the company adhered to DoE’s technical
security domains, guaranteeing that all security practices and policies were in line with both industry
regulations and internal requirements.

2. Employee Training and Awareness

Recognizing that human error could be a significant vulnerability, the company implemented a
comprehensive cybersecurity training program for all staff, with a particular focus on OT system operators
and third-party vendors. This training emphasized the importance of data integrity, phishing prevention, and
how to respond to cybersecurity incidents.

DoE Alignment

¢ Training and Awareness: As part of the DoE’s cybersecurity framework, training and awareness programs
were established to ensure that staff and vendors could recognize potential threats and respond
effectively.
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Safeguarding Industry 4.0

CS4 - Cybersecurity for Industry 4.0, a specialized division within DTS Solution, excels in Operational Technology (OT)
cybersecurity. With over 15 years of experience safeguarding OT environments across various sectors, CS4 empowers asset
owners by enhancing cyber resilience and maturity within their operating environments.

Our Mission >

We are dedicated to fortifying industrial operations with advanced cyber defense and
comprehensive security programs. Our proactive approach to risk management and
threat neutralization ensures that your Industry 4.0 infrastructure operates with
resilience and reliability at its core.

Our Services

OT Cybersecurity Advisory & Consulting Services

We provide expert guidance to navigate the complexities of OT
security, ensuring compliance and resilience in your critical
systems.

OT Cyber Defense and Engineering
Our proactive cyber defense solutions are designed to detect,
prevent, and respond to threats targeting your OT environment.

OT Managed Security Services

Through our HawkEye OT platform, we offer centralized
monitoring, incident response, and threat hunting to protect your
critical infrastructure from cyber threats.

Our Approach

At CS4, we prioritize a process-aware approach to cybersecurity, ensuring that your
industrial environment is not only secure but also future-ready. We collaborate closely
with asset owners, system integrators, and product suppliers to develop secure
control systems and software, fortifying all aspects of your operations against evolving
threats.

Partner with CS4 to secure your Industry 4.0 infrastructure and
achieve unparalleled cyber resilience in your industrial operations.
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