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CASE STUDY: SECURING OPERATIONAL
TECHNOLOGY IN'A WATER DESALINATION PLANT
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Securing Operational Technology in a
Water Desalination Plant

Overview

A major Water Desalination Plant approached DTS to conduct a
comprehensive risk assessment and develop an OT security
reference architecture aimed at securing their Operational
Technology (OT) systems. The plant, which provides potable
water by converting seawater into fresh water, relies heavily on
various OT systems to control and monitor processes, including
Reverse Osmosis (RO) membranes, pressure pumps, filtration
systems, and electrical control panels. The plant also integrates
numerous sensors for water quality monitoring, flow meters, and
SCADA systems for real-time data collection.

The rising cyber threat landscape posed a significant challenge,
as the plant's critical OT systems were vulnerable to potential
cyberattacks, which could lead to operational disruptions or
contamination of the water supply. The plant’s outdated

infrastructure, including end-of-life servers, unsupported systems,

and network devices, made the plant even more susceptible to
these risks. Additionally, the plant was required to comply with
the Department of Energy (DoE) regulations and international IEC
62443 cybersecurity standards to ensure the continued safety
and quality of the water it provided.

There are two common types of water desalination techniques:

1.Reverse Osmosis (RO): The most widely used method, in which
seawater is passed through a semi-permeable membrane that
removes salts and impurities, producing fresh water.

2.Thermal Desalination: This method involves heating seawater to
create steam, which is then condensed to remove salts and
contaminant.

The client’s objective was to design a scalable, future-proof
architecture that would ensure secure communication between
critical operational systems, facilitate secure remote access for
plant maintenance, and safeguard data exchanges between turbine
control systems, grid systems, and substation management.
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Client Challenges

Aging Infrastructure

Many of the control systems for the RO membranes,
filtration systems, and pumps were based on legacy
technologies that lacked modern security features.

Increased Cyber Threats

The plant faced a rising number of cyberattacks, which
could disrupt operations or potentially contaminate
water supplies.

Third-Party Vendor Access

The plant’s reliance on third-party vendors for remote
monitoring and system maintenance added an additional
layer of complexity in securing its OT systems.

Compliance and Regulatory Requirements

The plant was required to comply with Department of
Energy (DoE) and cybersecurity international frameworks
IEC 62443, ensuring that all operational systems were
secure and met regulatory standards.

Asset Management and Visibility

Limited asset visibility due to outdated systems and
inadequate management practices made it difficult to
track, maintain, and identify vulnerabilities in critical
infrastructure.

Network Architecture

The plant’s network architecture was outdated, lacking
proper segmentation and secure communication
protocols, leaving the plant exposed to attacks through
network vulnerabilities.
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Key Systems and Associated Risks

1. SCADA Systems

RISK - Vulnerabilities to remote access and manipulation of control systems, leading to potential
operational disruption, contamination of water supply, or system failures.

2. PLC Systems

RISK - Exploitation of vulnerabilities in PLCs controlling critical processes like RO membranes,
chemical dosing, and pressure pumps could lead to process manipulation or equipment failure.

3. Reverse Osmosis (RO) Membrane Systems

RISK - Cyberattacks that manipulate settings could lead to inefficient water filtration, reduced
performance, or even system shutdowns, causing water shortages.

4. Flow Meters and Level Sensors

RISK - Tampering with sensor data could result in incorrect readings, leading to poor system
management, such as overflows, underflows, or improper water treatment.

5. Chemical Dosing Systems

RISK - Unauthorized manipulation of chemical dosage could lead to unsafe water quality or
improper treatment, affecting public health.

6. Telemetry and Communication Networks

RISK - Data interception or communication manipulation could disrupt real-time monitoring or
control of critical systems, leading to operational inefficiencies or system failure.

7. Water Quality Monitoring Systems

RISK - Falsification of water quality data could allow contaminated water to pass unnoticed
into the distribution system, posing health risks to the population
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Approach / Methodology

Network
Vulneorability Segmontation

Real-Time Threat Intrusion Backup and Employee
Dotoction and Provontion and Disastor Training and

Assossmont and Securo S
' Monitoring Accoss Control Rocovory Awaronoss

Communication

1.Vulnerability Assessment:

DTS conducted a thorough vulnerability assessment of the plant’s SCADA system, PLC controllers, RO membrane
systems, and sensor networks etc. The focus was on identifying weak points within the OT network and proposing
countermeasures to secure the plant’s infrastructure.

2. Network Segmentation and Secure Communication

A network segmentation strategy was implemented to isolate critical systems, such as the SCADA system and RO
membrane controllers, from general IT networks. Secure communication protocols, such as TLS, secure VPNs,
PAM and MFA were introduced to protect communication between PLC controllers and the SCADA system.

3. Real-Time Threat Detection and Monitoring:

A Security Operations Center (SOC) was established with a Security Information and Event Management (SIEM)
system integrated into the SCADA network. This enabled real-time monitoring of water quality sensors, RO
systems, and chemical dosing systems to detect anomalies and potential cyber threats.

4. Intrusion Prevention and Access Control:

DTS implemented strict access control policies for the SCADA system and PLC controllers. Multi-factor
authentication (MFA) was introduced for remote access, and role-based access control (RBAC) was enforced to
limit access to critical systems.

5. Backup and Disaster Recovery:

Regular backups were implemented like offline and online for the SCADA system, PLC configurations, and
sensor data. In the event of a cyberattack or system failure, the plant could quickly restore critical systems to a
safe state, minimizing downtime.

6. Employee Training and Awareness:

Comprehensive cybersecurity training programs were implemented to educate plant employees
and third-party contractors about the risks associated with OT systems. The training emphasized
the importance of data integrity, phishing attack prevention, and responding to cybersecurity
incidents.

CS4 - Safeguarding Industry 4.0 inffo@cs4.io | www.cs4.io
UAE | Kuwait | Bahrain | KSA | UK HQ: Office 4, Oasis Center, Dubai, UAE



GLI](.__L CASE STUDY: SECURING OPERATIONAL

TECHNOLOGY IN A WATER DESALINATION PLANT

Successfully implementing the following DoE technical security
domains in the plant

1. Network Segmentation and Security

This domain focuses on separating critical OT systems from IT systems and external networks to limit the potential impact
of a security breach. By segmenting the network, adding firewall, PAM, VLAN, MFA and secure VPN it ensures that sensitive
processes like SCADA, PLCs, and water quality monitoring are isolated from the broader corporate network. This reduces
the risk of lateral movement in case of a cyberattack, and enhances the overall security posture of the plant.

2. Access Control and Identity Management

This domain ensures that only authorized personnel have access to critical systems and data. It includes multi-
factor authentication (MFA), role-based access control (RBAC), and least privilege principles to restrict user access
based on job responsibilities. Proper access control prevents unauthorized users from manipulating critical systems
like SCADA or PLC controllers, reducing the risk of insider threats or external breaches.

3. Real-Time Monitoring and Anomaly Detection

This domain involves establishing continuous monitoring of the OT environment to detect suspicious activities or
abnormal behaviors in real-time. Intrusion Detection Systems (IDS), Security Information and Event Management (SIEM)
systems, anomaly detection tools, and OT network monitoring systems are utilized to identify and respond to potential
cyber threats before they can impact plant operations, water quality, or safety.

4. Data Integrity and Encryption

Ensuring the integrity of data is critical in a water desalination plant, where accurate and tamper-proof data is needed
for process control and water quality monitoring. This domain involves the use of encryption to protect data in transit
and at rest. It also includes methods for ensuring that data from sensors, PLCs, and SCADA systems has not been
altered or tampered with, maintaining the reliability of system operations.

5. Supply Chain and Vendor Risk Management

Given that third-party vendors and contractors often have access to plant systems, this domain focuses on assessing and
mitigating the risks posed by external suppliers. It involves vetting vendors for their cybersecurity practices, ensuring they
meet compliance standards, and controlling their access to OT systems. Third-party assessments and contractual
cybersecurity requirements help prevent vulnerabilities introduced by external parties.

6. Backup and Disaster Recovery:

This domain ensures that in the event of a cyberattack, system failure, or natural disaster, the water desalination plant can
quickly recover and resume operations. It involves creating and testing a disaster recovery plan, implementing regular backups
of critical systems, and setting up redundant systems to ensure operational continuity. This domain helps minimize downtime
and ensures the plant can continue to provide safe, potable water during disruptions.
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Safeguarding Industry 4.0

CS4 - Cybersecurity for Industry 4.0, a specialized division within DTS Solution, excels in Operational Technology (OT)
cybersecurity. With over 15 years of experience safeguarding OT environments across various sectors, CS4 empowers asset
owners by enhancing cyber resilience and maturity within their operating environments.

Our Mission

We are dedicated to fortifying industrial operations with advanced cyber defense and
comprehensive security programs. Our proactive approach to risk management and
threat neutralization ensures that your Industry 4.0 infrastructure operates with
resilience and reliability at its core.

Our Services

OT Cybersecurity Advisory & Consulting Services

We provide expert guidance to navigate the complexities of OT
security, ensuring compliance and resilience in your critical
systems.

OT Cyber Defense and Engineering
Our proactive cyber defense solutions are designed to detect,
prevent, and respond to threats targeting your OT environment.

OT Managed Security Services

Through our HawkEye OT platform, we offer centralized
monitoring, incident response, and threat hunting to protect your
critical infrastructure from cyber threats.

Our Approach

At CS4, we prioritize a process-aware approach to cybersecurity, ensuring that your
industrial environment is not only secure but also future-ready. We collaborate closely
with asset owners, system integrators, and product suppliers to develop secure
control systems and software, fortifying all aspects of your operations against evolving
threats.

Partner with CS4 to secure your Industry 4.0 infrastructure and
achieve unparalleled cyber resilience in your industrial operations.
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