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A major power generation plant based in Abu Dhabi
approached DTS Solution to conduct a comprehensive risk
assessment and develop an OT security reference
architecture aimed at securing their Operational Technology
(OT) systems.

The focus was on protecting critical technical assets such
as Control Systems, SCADA, turbines, grid management,
and distribution systems. The plant was increasingly
vulnerable to cyber threats, driven by an aging infrastructure
that included end-of-life and unsupported servers, systems,
and network devices spread across its grid and power
generation systems.

The rising sophistication of cyberattacks targeted energy
sector plants like theirs, which heightened the urgency to
modernize their security infrastructure.

In addition to these cyber threats, the utility had to meet
strict Department of Energy (DoE) regulations and standards
for cybersecurity. This required a holistic, comprehensive
approach to improving their OT security posture, while
maintaining continuous operations.

The client’s goal was to design a scalable, future-proof
architecture that would ensure secure communication
between their critical operational systems, allow for secure
remote switching for grid maintenance, and safeguard data
exchanges between turbine control systems, grid systems,
and substation management. DTS was tasked with
addressing the technical and security challenges posed by
outdated infrastructure and implementing solutions that
would not only protect the utility’s assets but also ensure
their long-term resilience against evolving cyber threats.

Securing Operational Technology for a
Power Plant

Overview
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Third-Party Involvement

Numerous external partners provided support for system maintenance and data
services, increasing the complexity of ensuring cyber resilience.

Aging Obsolete Infrastructure

Many of the control systems for turbines, grid operations, and distribution networks
were based on legacy systems that lacked modern security mechanisms.

Increased Cyber Threats

The rise in cyberattacks, particularly on energy sectors, made the client more
vulnerable to risks such as data breaches, system downtime, and operational
interruptions.

Compliance and Standards

The power utility’s OT systems need to be aligned with the UAE Department of
Energy (DoE) regulations and standards for the energy sector plants.

Asset Management

The organization faces limited asset visibility due to the operation of outdated
plants and inadequate asset management practices. The lack of proper tracking
and maintenance of assets has led to inefficiencies, difficulty in identifying
vulnerabilities in critical infrastructure.

Network Architecture

The organization’s network architecture is outdated, lacking proper updates in line
with standards such as IEC 62443 and DoE. The network diagram is unclear, leading
to poor segmentation and visibility of data flow, which weakens security and
increases vulnerability to cyberattacks.
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1. Risk Assessment and Vulnerability Analysis

The organization’s network architecture is outdated, lacking proper updates in line with standards such
as IEC 62443 and DoE. The network diagram is unclear, leading to poor segmentation and visibility of
data flow, which weakens security and increases vulnerability to cyberattacks.

2. Reference Architecture Development

The overall design of the existing security reference architecture was cross-verified with the current
network using a manual approach. This included passive command checks, workshops with
stakeholders and responsible teams, and verification of remote secure connections. Additionally, the
network architecture was assessed in the context of the Purdue Model, ensuring appropriate
segmentation and security at each level, from the enterprise network (Level 5) to the control and field
networks (Levels 1 and 2), including Level 3.5 DMZ for secure communication between the control and
enterprise zones.

3. Network Segmentation and Secure Design

DTS Solution verified that the network architecture was properly segmented based on IEC 62443
principles and the DoE Network Security domain. They ensured that the HMI, EWS, turbine control
systems, grid monitoring systems, and distribution networks were appropriately configured with VLANs
and firewalls at each level in the network model, including Level 3, Level 3.5 DMZ, and other critical
segments. Additionally, they reviewed the network data flow to minimize the risk of lateral movement in
the event of an attack.

4. Asset Management and Visibility

In the OT environment, asset inventory is critical. DTS Solution team verified the asset inventory by
engaging in discussions with operators, engineers, and site owners to understand the current approach.
Additionally, the team collaborated with stakeholders to update the inventory by developing a process
control asset inventory.

5. Resilience Against Modern Threats

The design incorporated secure separation between process controls and other IT systems. Specific
attention was given to developing a robust network perimeter, using advanced firewall systems and
Intrusion Detection Systems (IDS) to monitor Modbus and IEC 61850 traffic.
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1. Network Security Architecture - Zoning and Conduits

The organization’s network architecture is outdated, lacking proper updates in line with standards such as IEC
62443 and DoE. The network diagram is unclear, leading to poor segmentation and visibility of data flow, which
weakens security and increases vulnerability to cyberattacks.

2. Turbine Control and Grid System Protection

Risk focused on securing communication protocols such as Modbus TCP/IP, IEC61850 and IEC604 by restricting
data flows and ensuring secure authentication for access to turbine controls with firewalls, security zoning and
conduits. 

3. Third-Party and OEM Risk Management

Third-party access to the grid systems and substations was secured by implementing multi-factor authentication
(MFA), role-based access control (RBAC), and secure VPNs to ensure only authorized personnel could access
critical OT assets.

4. Disaster Recovery, Business Continuity and Resilience

A comprehensive disaster recovery plan was developed, including cloud-based backups and redundant data
pathways for all critical OT infrastructure, including grid controllers, turbine management systems, and substation
monitoring units.

5. Employee and Vendor Training

Training programs were implemented to raise awareness of cybersecurity risks among employees and third-party
contractors, specifically focusing on grid automation and turbine control systems. Additionally, tabletop exercises
were conducted to demonstrate attack scenarios and the steps to take in such situations.

Initiatives Undertaken
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1. Improved Cyber Resilience
By addressing vulnerabilities across legacy systems and implementing best-in-class security practices, DTS significantly
enhanced the utility’s ability to defend against rising cyber threats. Our approach ensured that critical assets, including turbines,
SCADA systems, and grid management systems, were protected with secure communication protocols and robust network
segmentation based on IEC 62443 and DoE standards.

2. Enhanced Network Segmentation and Security
The network was securely segmented using VLANs and firewalls at all levels, including Level 3, Level 3.5 DMZ, and critical
zones, minimizing the risk of lateral movement in the event of an attack. This segmentation, combined with real-time monitoring
of data flow, has significantly reduced the attack surface and ensured secure data exchanges between turbine control systems,
grid systems, and substation management.

3. Operational Continuity and Reduced Risk
The implementation of a robust disaster recovery plan, along with backups and redundant data pathways, ensured business
continuity in the event of a security breach. The power utility now has the ability to quickly recover from disruptions, minimizing
downtime and ensuring consistent and reliable operations.

4. Compliance with Regulatory Standards
DTS ensured the power utility’s OT systems were fully aligned with UAE DoE regulations, industry standards, and cybersecurity
frameworks. This compliance not only helps the utility maintain operational integrity but also strengthens its regulatory standing
in the energy sector.

5. Improved Asset Management and Visibility
Our efforts to update and refine the asset inventory provided the utility with full visibility into its OT environment. By collaborating
with operators, engineers, and site owners, DTS developed a process control asset inventory that enhanced tracking,
maintenance, and the identification of vulnerabilities in critical infrastructure, ensuring proactive management and risk mitigation.

6. Secured Third-Party Access
DTS implemented strict multi-factor authentication (MFA) and role-based access control (RBAC) for third-party access to the grid
systems, ensuring that only authorized personnel could access sensitive OT assets. This mitigated the risk of unauthorized
access and reduced potential attack vectors.

7. Increased Awareness and Skills Across Teams
DTS facilitated comprehensive training programs that raised awareness among employees and third-party contractors about
cybersecurity risks specific to the power plant’s OT environment. By emphasizing the importance of securing grid automation
systems and turbine control systems, the utility’s team is now better equipped to identify, respond to, and prevent potential
cyber threats.

Successful Impact

Through the comprehensive risk assessment and the development of a robust security reference architecture, DTS
successfully enhanced the security posture of the power utility's OT systems. Here are the key outcomes and impacts from our
approach:
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OT Cyber Defense and Engineering
Our proactive cyber defense solutions are designed to detect,
prevent, and respond to threats targeting your OT environment.​

OT Managed Security Services
Through our HawkEye OT platform, we offer centralized
monitoring, incident response, and threat hunting to protect your
critical infrastructure from cyber threats. 

OT Cybersecurity Advisory & Consulting Services
We provide expert guidance to navigate the complexities of OT
security, ensuring compliance and resilience in your critical
systems.​

Safeguarding Industry 4.0

CS4 – Cybersecurity for Industry 4.0, a specialized division within DTS Solution, excels in Operational Technology (OT)
cybersecurity. With over 15 years of experience safeguarding OT environments across various sectors, CS4 empowers asset
owners by enhancing cyber resilience and maturity within their operating environments.​

Our Mission

We are dedicated to fortifying industrial operations with advanced cyber defense and
comprehensive security programs. Our proactive approach to risk management and
threat neutralization ensures that your Industry 4.0 infrastructure operates with
resilience and reliability at its core. 

Our Services

Our Approach

At CS4, we prioritize a process-aware approach to cybersecurity, ensuring that your
industrial environment is not only secure but also future-ready. We collaborate closely
with asset owners, system integrators, and product suppliers to develop secure
control systems and software, fortifying all aspects of your operations against evolving
threats.

Partner with CS4 to secure your Industry 4.0 infrastructure and
achieve unparalleled cyber resilience in your industrial operations.


